
News Release 

Office of Amanda Stanford,  

Clerk of the Superior Court Pinal County 

Pinal County Arizona 85132 

Prepared by Staff 

Phone: 520.866.5382 

astanford@courts.az.gov  

 

 

 
 

Clerk Amanda Stanford 

 

 

MASSIVE COVER UP OF HUNDREDS OF NON AUTHORIZED VIEWINGS OF COURT DOCUMENTS UNDER 
FORMER CLERK 

  

PINAL COUNTY, AZ (2/25/2015) – The new administration of the office of the Clerk of the Superior Court 

in Pinal County, led by Clerk Amanda Stanford is not wasting any time. Barely eight weeks in office, 

Stanford has discovered a deliberate and concerted effort by the previous Clerk to withhold vital 

information from the public and from the Presiding Judge at the time, Robert Carter Olson. 

“It appears that throughout the term of the former administration, hundreds – yes several hundred – 

instances of security breaches by the County Attorney’s Office were uncovered by my current 

Information Systems Manager, reported to Chad Roche, the former Chief Deputy, and the former IT 

Director, only to be told not to share the full information with court officials,” said Clerk Amanda 

Stanford. “The sheer degree of this poor decision almost leaves me speechless,” she continued, “and 

the people have the right to know.” 

Upon learning of the huge number of breaches, Stanford swiftly engaged staff at the Attorney 

General’s office to seek legal advice.  The Attorney General is the legal counsel for the Clerk of the 

Superior Court. In an initial conference call on February 19, 2015, which included three staff members 

of the AG’s office, it was revealed that extensive correspondence exists in email and notes between a 
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staff member of the AG’s office and the former Clerk. This was new information to Clerk Stanford 

whose primary reason for calling was to speak about the difference between what was told to the 

public and what the internal report revealed about security breaches.  

A formal request by Clerk Stanford was immediately made to the AG’s office to release this body of 

correspondence between the former Clerk and the AG’s office in its entirety. The office of the Clerk is 

still waiting for that requested information.  

The current administration is concerned that the former Clerk, the former Chief Deputy and the former 

Information Technology Director knew that several hundred unauthorized views were documented, 

and did nothing about it, except to report two instances to the media.  

“I have now given the report to the current Presiding Criminal Judge, the Honorable Joseph R. Georgini,  

and I have explained that this was a critical situation that had been allowed to languish under the 

previous administration for reasons I cannot even begin to fathom,” stated Stanford.  

Stanford launched a multi-pronged internal investigation and discovered what appears to be an 

elaborate cover up beginning with a News Release dated July 23, 2013, where it is alleged that the 

former Clerk made a statement he knew to be false. That News Release says, in part: 

“A few months ago we had identified a security issue – one that has to do with sealed 

documents and viewing permissions,” said Clerk Roche. “We have been aggressively attempting 

to put a corrective measure in place,” he continued. “Unfortunately, I must report to the public 

that two sealed documents in two separate cases were accessed by the County Attorney’s 

office, and they should not have been able to access these documents,” Roche concluded. 

But that statement was false. There were hundreds upon hundreds of instances of access. 



The former IT Director stated in front of several staff that “there was no way to foresee a security 

breach.” This demonstrates a poor understanding of how the powerful case management system, 

acronym AJACS (Arizona Judicial Automated Case System), works. An internal audit by Pinal County 

clearly identified system errors, and showed that employees who no longer worked there retained 

access to court records. The former Clerk and former Chief Deputy requested the former Internal 

Auditor for Pinal County to remove two findings. The Audit was then amended before presentation to 

the Board of Supervisors.  

Under Chad Roche, the Clerk’s office granted unrestricted AJACS access to the County Attorney’s 

office, and other justice partners, then hastily removed all access following the debacle of July 2013, 

and reinstated access without fully fixing the issue.  

“The timeline of events is what is important here….the massive security issue was brought to the 

attention of upper management several times, in several ways,” explained Clerk Stanford. “In one 

instance, the former Clerk was brought into the lobby of the Clerk’s office and, on a public access 

computer, with just a few clicks, all documents in all cases were shown to be available to the general 

public. Instead of taking this seriously, the former Clerk chided the Senior Programmer Analyst, 

brushing off the enormous problem by saying something to the effect that ‘not everyone’s a hacker,’” 

recounted Stanford.  

“There is no way on earth that this should have been brushed aside,” she continued. When you have a 

technical expert saying there are security problems, you address them and address them vigorously,” 

she said.  

“If he (Roche) had paid attention to the generated report from within internal COSC IT, the 

demonstration of vulnerability within our lobby, and addressed the concerns unearthed within the 



Pinal County audit performed in early 2013, this situation could have had very different results. It was a 

huge negligence of responsibility, in my opinion,” Stanford stated.  

“Blaming the AOC (Administration of the Courts) or blaming AJACS was just wrong,” stated former 

Senior Programmer Analyst, RJ Hurley now the current Information Systems Manager. “When I first 

came onboard in early 2012, under Clerk Roche and under the direction of the former IT Director, I 

discovered that the digital document repository (OnBase) was improperly configured - and had a 

backdoor. A backdoor is a term that means there is a way into a secure area via an overlooked 

vulnerability,” Hurley continued. 

“When I told my superior that all documents in the system would be accessible by anyone who was 

working on an AJIN computer,” stated Hurley, “all I got was a blank stare.” Hurley then states that he 

demonstrated the vulnerability to the former Clerk and explained the matter to the former Chief 

Deputy. “It went nowhere, and, if anything, I was told to just do the tasks I was assigned and not look 

further.” There are four emails from July 24 through July 26, 2013 that corroborate this sequence of 

events.  

The acronym AJIN stands for Arizona Judicial Information Network and is essentially every computer 

within the judicial system in the State of Arizona.  

Stanford continued, “Basically, any document could be accessed and even deleted - through a shared 

folder in Microsoft Windows. I want to be sure that the public understands that the documents could 

be retrieved without any password needed, even from a public access terminal,” she concluded.  

“In technical terms, both the primary and secondary disk groups for our OnBase servers were 

configured to allow "Everyone" (a Windows security term meaning anyone on the network) with "Full 

Access" (a Windows security term, meaning full read/write/modify/delete access) on both the NTFS 



and Share security permissions,” explained Hurley. “To a user on the network, this could be accessed 

as a shared folder on our network.  This folder housed every digital document that we have in the 

system,” Hurley stated.  

“There was nothing more I could have done while I was in that position, because upper management 

told me that I was not to release the full report to the Presiding Judge,” he continued.  “It is a 

misstatement for the previous administration to say that this security issue was fully addressed before 

the end of December 2014, because it was only fully resolved when I was allowed to resolve it…and 

that was in January of this year,” Hurley concluded. 

On July 8 of 2014, the Honorable Peter J. Cahill’s Order Granting Motion states that several witnesses 

testified at this hearing, including Roche, but curiously no one from his IT department. It would have 

been logical to include the former Director of IT at the time in order to answer the very complex 

computer issues that led to the breach of sealed documents in April and June of 2013. The testimony 

of the former clerk was interrupted in order to allow him to get exact information regarding access 

times and dates. Had the former IT Director been there, the interruption would have been minimal.  

When the Presiding Judge at the time, Judge Robert Carter Olson reviewed all security matters with 

the former Clerk, he was not in possession of the full report of unauthorized access or instances of 

breach, but instead was only shown a portion of the data. 

“I cannot allow the misstatements to continue,” stated Clerk Stanford strongly. “We are not going to 

hide behind errors of omission as what clearly happened with this security situation under the prior 

administration. When things happen under my watch, I will take responsibility for them. When the 

Presiding Judge or any of our esteemed Judiciary asks for information it will be full and complete, no 



matter what the content. No one will have to wonder, ‘is this the truth, the whole truth and nothing 

but the truth’ while I am in office,” she said. 

The Office of the Clerk of the Superior Court is committed to providing quality customer service, 

ensuring the integrity of, and access to, court records by supporting the Judicial process through 

efficient management of records, fiscally prudent administration, current technology, and 

maintenance of a viable Jury pool. 

The Florence office of the Clerk of the Superior Court is located at 971 N. Jason Lopez Circle in the Pinal 

County Justice Complex, Building A. It is open to serve the public on weekdays from 8:00 a.m. until 5:00 

p.m. 

Satellite offices are located in Apache Junction and Casa Grande. The office of the Clerk of the Superior 

Court in Pinal County can be reached at 520-866-5300. To learn more about the Office of the Clerk of 

the Superior Court in Pinal County please visit: http://www.coscpinalcountyaz.gov/ 

Follow Clerk Amanda Stanford on Facebook at https://www.facebook.com/pinalcountyclerk  

Your feedback is very important to us.  

You can follow Clerk Amanda Stanford on Twitter at https://twitter.com/AmandaCOSC @AmandaCOSC  
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